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ExecutivesSummary

The SoftFIRE projegbal isto connect together different testbeds under the standard de facto
technologies in the field of Network Function Virtualization (NFV) and Software Defined
Networks (SDN), providing to experimenters an easy access based on common federated APIs. In
order to achieve this goal, it has been decided to develop, improve antbine multiple
software stacks

In particular, SoftFIRE aims atirfiegratingand extendinglifferent open source technologies in
order to provide a comprehensive referenseftware middleware for federating heterogeneous
individual testbeds, (iiproviding alive federatedinfrastructure based on these technologies
developed and integratedand ease the possibility to running different experiments on the
federated platform.

Forthesereasors, this deliverabldirst providesa description ofthe SoftFIRE middleware main
functions and their desigrand secondit showshow the experimenters can interaawith the
running infrastructure. Considering that theSoftFIRE middleware will continuously evolve
beyond the current version proposed in this document, a live version of the documentation has
been offered at the URAbttp://docs.softfire.eu/.

This document(wholly tased on Deliverable D2.4 &SoftFIRE (v3) usage manual for
NFV/SDN/MEC and 5G experimen&mprovides a complete description of the new SoftFIRE
middleware that has been developed in order to overcome some issues in using older tools of
the FIRE communitihe SoftFIRE project initially adopted FIRE interfaces (i.e. SFA) based on the
FITeagle todit. In fact, SoftFIRE projecstarting from the second open caltas undertaken a

new approach. After the first open call, based on the feedbacks received from the
experimenters, the SoftFIRE team decided to move towards standard NFV/SDN interfaces (i.e
TOSCA) in order to simplify the way experimenters, interact with the platféhisdocument
describes themiddleware developed according to the newer technologies and developments
related to the evolution and standardization of NFV/SBbine details ahg the migration from

SFA to TOSCA are explained in section 2.1.

This document is particularly relevant for participantstth, 2 FG CL w9 Q& ( K®NR h LISY
the SoftFIREhallenge.
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1 Introduction

The meaning of this document is to provide, astilie states, the experimenters with a usage

manual that explains how to interact with the federated testbed infrastructure and in the end

also with their experiments. The experimenters should use this document as guideline, not

only for running their expéments but also for accessing the platform and understanding how

to design the experiment on top of this federated infrastructure, result of the combination of

multiple technologies such as NFV/SDN. Thus, this document acquires an important role for
expeliimenters and it should be constantly consulted by them while running their experiments,

TNRBY G(KS 06S3aAayyaya (G2 GKS SyR 2F G(KS SELISNRYSyI

This documentfully based on D2.4 &SoftFIRE (v3) usage manual for NFV/SDN/MEC and 5G
experimenterg provides a complete description of the new SoftFIRE middleware that has
been developed in order to overcome some issues in using older tools of the FIRE community.
The SoftFIRE project initially adopted FIRE interfaces (i.e. SFA) based on the FITedgle toolki
This middleware is developed according to the newer technologies and developments related
to the evolution and standardization of NFV/SDiNfact, SoftFIRE project, starting from the
second open call, has undertaken a new approach. After the first apéinbased on the
feedbacks received from the experimenters, the SoftFIRE team decided to move towards
standard NFV/SDN interfaces (i.e. TOSCA) in order to simplify the way experimenters, interact
with the platform. This document describes the middlewasedeveloped according to the
newer technologies and developments related to the evolution and standardization of
NFV/SDN. Some details about the migration from SFA to TOSCA are explained in section 2.1.

During the course of the project, the spread afokledge about the platform has been a
constant goal of the SoftFIRE team. The experience has thought that if experimenters have a
good basic knovihow of the platform, they can readily start working on the platform. In order

to share the knowledge of thelatform, other initiatives have been conducted like tutorials

and open days. The interested reader can have a look to the project welsite:softfire.eu

for extending his/her understanding of the platform. Howewis document is a consolidated
basis on top of which to build experimentations and projects using the SoftFIRE federated
testbed.

The intended readers are experimenters and users of the SoftFIRE Federated Platform. It is
suggested to read it carefully before starting any experimentation. It could be convenient to
consider to install local instances of the SoftFIRE Middleware in eodexperiment locally
before deploying on the real platform. Some hints are provided in docs.softfire.eu and in
particular inhttp://docs.softfire.eu/instaltsoftfire-middleware!.

Thisdocument is particularly relevant for participaritsboth,{ 2 FG CLwW9 Q& G KANR h LISy
the SoftFIREhallenge.
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2 SoftFIRE/Middlewararchitecture

The SoftFIRE Middleware is the central softwaoenponentof the SoftFIREederation It
exposes &REST APIthat can beconsumedeither viaa CLI or @ashboard.Theexperimenteris
supposed touse the dashboardfor running its experiments on demand on tHeoftFIRE
platform. TheY A R R f Ssabuthkidbisdianterface is directed wardsthe availabletestbedsof
Deutsche Telekom, Fraunhofer FOKUS, Eric$seri)niversity of Surrey and Assembly Data
System S.p.A managed by individual OpenStack controllers and exposing their functions
through remote APls

2.1 From SFA to TOS@Asedexperimentation as a service

The Slicebased Federation Architecture (SFA) 2.0 high level interface specifi¢atianaft

was published in July 2010, before tllvent and consolidatiorof current successful
technologies such as Network Functivirtualization and Software Defined Networking. As
RSTAYSR Ay (GKS RN}XYFGXZ | aNBa2dz2NOS ow{ LISOU
L2aasSaasSa yR O2yaidNIAyda FyR RSLISYRSyOASa
lifecycle is defined sewhere.

In previous proje i.e. FED4FIRE, the resource definition was done in different steps: the
RSpec defined the actual resource to be used and the physical location of it while the
Gl dzi2zYl G§SRé SESOdziazy 2F (KS SderpiSexdctediyia A a
OMF.

This example shows that the concept of lifecycle of the experiment has gained a more complex
definition. Nowadays, the genre of resources could widely vary from each other. SFA was
designed for mainly provisioning compute resagdphysical or virtual) to the experimenter.

The experimenter was then in charge of handling the lifecycle of the actual experiment, via
SSH or in some cases, via OEDL script, if the platform was providing OMF support.

SoftFIRE, aware of the lessons lemnfrom the past, adapd its approachto the new
technical requirements coming from the new generation of experimenters, maintaining
implemented the FIRE functional requirements that are the concrete definition of a FIRE based
project.

The recent evolutio in the technology state of the art brought the Experimenters to include in
their experiments and to require from the used platform some key NFV/SDN functionalities.
The SoftFIRE platform has the intend to meet these requirements, while keeping on
provisbning the FIRE required features.

The OASIS industry group defined in November 2013 a standard called Topology and
Orchestration Specification for Cloud Applications (TOSCA) that aims to provide an efficient
and precise tool able to model the cloud apptions and associated IT services having a
particular focus on telecor@ LIS NJ répgirbidefts. This industry related standard is suitable

for modeling NFV and SDN applications (described in addition iT@®CA Simple Profile for
Network Functions Viralization (NFV) Version 1specification draft) and it has been chosen

by the SoftFIRE consortium to be the reference modelling language for defining Experiments
(Topology Templajeas aset of different kind®f resourcesNlode Templatestrictly formalzed

by the SoftFIREode Typelefinition.
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As a matter of fact, TOSCA excellently adapts to experiment definition purposes, maintaining
the new NFV/SDN requirements met, keeping abstract the experiment configuration and
making the definition highly portable

2.2 SoftFIRE Middleware

The SoftFIRE Middlene exposesa northboundAPI tavardsthe LI | { FuBelSNBAPI is
exposed by the Experiment Manager (EM}k central component in the SoftFIRE Middleware
The{ 2 FG CLw9 anartRRENGAPI chidSuinasiles following theTOSCA formawhich

has been employed in this context for definitgK S  dz& S NXD atenplateISiNETOSCAI &
aims to be capable of modelling cloud applications and is focusedmportthe requirements

of cloud applicationgperators, itiswell suited forthe needs oflefining SoftFIRE experiments

In addition, the northbound API, namely the Experimenter API, are invoked directly from a
Dashboard, reducing the complexity for the Experimenterinteract with the platform for
deploying their experiments. Nevertheless, the dashboard consumes the REST APIs exposed by
the EM component, thus experimenters have the freedom to use them directly in order to
operate their experiments in a programmable wa

2.3 Functional architecture

The SoftFIRE Middlewarebased on a microservieariented architecture where th&M plays
the central role dispatching incoming requests and eventsdeeral managers in charge of
handling different types of resourcgseeFigurel).
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Figurel. SoftFIRE Middleware Architecture

In particular, the current version of SoftFIRE comprises the following managers:

1 SDNManager manages SDN resources
1 Security Managerfor the Security resources

1 NFV Managermanages NFV resources integrating external NFV frameworks into the

SoftFIRE middleware
1 Monitoring Managert provides experimenter monitoring resource access
1 Physical Deice Manager handles the access to the physical resources

The maln component of theiddlewareis theEM. It is respon3|ble for dlstrlbutlngperatlons
RS LI 2 & Y Skgepingthe oveliaksBatudNdd &
the experiment. Other managers register to the ENp that they are known ando that the

EM is able tesendto them requess required for an experimenand to get status information

2F |y SELSNAYSyilGQa

about the resourcs they are charge of

Theinternal communication between theesource managerandthe EMis realizedusing the

gRPQ2] protocol.

e

Date 03.11.2017

Handbook: programming and using the SoftFIRE middleware

Pagel2of 73

2 V&R



Handbook: programming and using the SoftFIRE middle:

2.3.1. Experiment Manager

The EMprovidesdifferent features andperationsstartingfrom resource management to user
managementIn the following sections are presented those features in details.

2.3.1.1. User Authentication and Authorization

The EM uses CoiB] as library in order to handle the user authentication and authorization on

the northbound API.

The Eperiment Manager exposes a dashboard for the usetdgch directly invokes the REST

API. Depending on the type of user (admin, portal or experimenter) he can access different

parts of the dashboard. Among other things, admin users have access to théocraat

deletion of users (as shown in secti2r3.1.2 and has an overview of the registered users and

managers. Experimenter users can only see the experimenterwhere they have the
possibility to reserve resources by uploading experiments and to deploy and remove them.

¢KS RI&aKo2FNR aSyRa NB, lvtah ®xpases fudctiofskid alldateea

previously mentioned use cases.

2.3.1.2. Experiment isolationon subcomponents

In addition to the user authentication and authorization from the northbound perspectihee, t
EM is in charge of preparing an environment for theperimenter also on the sub
components in this case Open Baton and OpenStddkus, when a usareationis invoked,
the EMprepareswith the help of the sub managetbke required logical tenants in the sub
components in order to logically isolate each experimenter workflow. This, it creadgects
at the infrastructure leveland generates project/users inside sabmponents. For instance, it
requests to the Open Baton framework, through the NFV Manager, to cprajectand user
and it upload the correct Virtual Infrastructure Manager (VIM) instantest. Hencean

experimenter is identifiedin Figure2:

Experimenter 1

Experimenter N

---- - OpenStack
Viminstance [#----+ Project
cpanntnn ---------- " Dpcnstﬂc<
Project Project
_____l:
[E—— - OpenStack
Project
®
®
L
P - OpenStack
____dl Pr{:’]cm
Open Baton )
pF‘ch‘-‘t __________ " oroect |
Project
Viminstance e----- !
[ I— . OpenStack
Project

Figure2. ExperimenterLogical Mapping
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The process of creating an experimenter environment is done automatically as soon as the
experimentergains access to the platform through the public partal

2.3.1.3. Resource discovery

The EM provides to thexBerimenter a list of available resourceffered as a servicelt
gathers this list from théndividual resourcenanagers Each resourcés defined with

1 anid as unique identifier

1 acardinality that defines the number of instance of this resource that can be deployed
1 atestbedthat indicates tle in which testbed this resource can be deployed

1 adescriptionof the resource

2.3.1.4. Resource reservation

The EM is in charge of calculating the availability of the resources based on a reservation. As
will be further explainedn Section3.2, while booking a resource is also mandatory to define a
start and end date. In this way, the EM is able to calculate the resource available in a precise
moment

2.3.1.5. Resource provisioning

The EM receives the request of provisioning a resource and trasmismithe correct sub
Yyl 3SINNE &SR & greBsage dedlJet8ras the result to te&perimenter.

2.3.2. NFVManager

The NFV Managdakes care of handling the exp¥riSy i Q& b C+ NB a2 dzNOSaod
g A G K h LIS WMetwork Eugctiofd Yirtualization OrchestratddFVQ using its REST ARI.

case of an exgriment deployment it uploads &letwork Service Descriptor (NSD) in TOSCA
format to the NFVO and triggers thegloyment of a Network Service Record (N8®R)en the
experiment is deleted it removes the NSR and NSD from the NFRdONFV Managesends

0KS b{wQa a&iltbthedEM. LISNR 2 RA Ol f f &

Furthermore,the NFV Manageis involved in the creation and removal of SoftFIRE users. For
this it interfaces the OpenStack testbeds. In the process of asstion, it creates a new
OpenStack user angroject and a new Open Baton user and project. When removing a
SoftFIRE user,iemoves also the Open Baton and Open Stack users and projects. It also makes
sure that there are no leftovers in Open Stack after deleting the user and project.

The NFV Manager provides two NFV resources to the experimentaich they can use out of

the box. One is a VNF for deploying an iPerf server and client in two virtual machines and the
other one is the Open IMS Core which is an Open Source implementation of IMS Call Session
Control Functions (CSCFs) and a lightweight Home Subscriber ServemttiSS)pgether

form the core elements of all IMS/NGN architectures as specified today within 3GPP, 3GPP2,
ETSI TISPAN and the PacketCable initiative. Besides the two provided Network Services (NS)
the experimenters can use their own CSAR files for desgrthe NS they want to deploy.

2.3.3. DNManager

The SDN Manager is in charge of the SDN functions provided by individual Testbeds. It
communicates with the specific SDN proxy instance on each testbed using a REST API.

It keeps track of the APl endpoints towardhe SDN proxy services that are used to filter
requests from experimenters to enable multi tenancy that is by default not provided by the
used SDN controller§heRESTommunication between the SDN manager and the individual
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SDN proxy services is autimad by a secret that needs to be passed as a HTTP header field
with every request. The URL endpoint used RESTCommunication between manager and
proxy is statically stored inside the configuration file of the SDN manager.

The SDN manager is involvedhe following Experiment Lifecycle phases:

User Creation
Resource Discovery
Validation

Provision

Release

o hrwnNpRE

The followingrigure3 shows the individual steps of the lifecycle events in detalils.
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Figure3. SDN Manager tacycle events
2.3.3.1. User Creation

This Event is triggered by the Experiment Mamagleen the user is initially creatadsidethe
SoftFIRE middleware. The SDN manager receives details about the user and the created
OpensStack tenants of the user, which are used to prepareSthiiproxy for OpenSDNcore in

the FOKU$estbed.

2.3.3.2. Resource Disavery

Upon list resourcegventthe SDN manager returns a list of availablENSendpoints to the
Experiment Manager

Date 03.11.2017 Handbook: programming and using the SoftFIRE middleware Pagel6of 73




Handbook: programming and using the SoftFIRE middle:

2.3.3.3. Resource Validation

The validation event is used by the SDN manager to check if the requested Resources are
available at the moment.

2.3.3.4. Resouce Provision

The resource Provision event triggers communication between the SDN manager end the
actual SDNproxy responsible for the selected testbed. Each experiment is assigned a unique
tokenthat is send together with the tenaritl to the SDNproxy. e proxy assigns a number of
flow tables tothoseexperiments and returns them. The list of allowed flow tables are returned
together with the experiment token and the API endpoint URL to the Experiment manager.

2.3.3.5. Resource Release

The release Resource event is used by the SDN manager to notify the assSEibmmxy to
shut downthe experiment and to delete the assigned flow tables.

2.3.4. Monitoring Manager

The SoftFIRE platform offer& monitoring system as a service in order taonitor
performances of virtualized resourceand applicatios deployed via the EM

The Monitoring manager is a software component that provides the capability to request to
the SoftFIRE platform, the installation of a m@nfigured Zabbix Server ViMside a pecific
SELINAYSYGSNBRQ LINR2SO0

Furthermore,in coordination with the other components of the SoftFIRE middlewiaralso
installs a Zabbix Agent on each VM requested to be instantlagea particulaexperimener.

2.3.4.1. TheZabbix monitoringsystem

The Zabbix monitoring system Figure4 is an enterprise open source software providing a
monitoring solution for network functions and applications

It is designed to monitor and track the status of various network services,rseased others
network hardware.

Figure4: Zabbix Monitoring

In SoftFIREZabbix uses MySQis a backend database store data. Its backend is written in C
and the web frontend is written in PHP. Zabbix offers several monitoring options:
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1 Simple checks can verify the availability and responsiveness of standard services such
as SMTP or HTTP without installing anyveaife on the monitored host.

1 A Zabbix agent can also be installed on UNIX and Windows hosts to monitor statistics
such as CPU load, network utilization, disk space, etc.

I As an alternative to installing an agent on hosts, Zabbix includes support for
monitoring via SNMP, TCP and ICMP checks, as well as over IPMI, JMX, SSH, Telnet and
using custom parameters. Zabbix supports a variety of-neatime notification
mechanisms, including XMPP.

Once instantiated on your Tenant environment you can access to Zsdébigr GUI opening
the following urlhttp://ip -of-the-vm/zabbix
To access the Zablsrrver Figureb, you need to use the following default credentials:

User nameAdmin

Passwrod :zabbix

' -
£ ABRELK

Figure5: Zabbix login page

You can also access the Zabbix server via SBig,the following credentialsippliance/zabbix

As administrator, you have full rights on Zabbix Server to create/modify your own monitoring
items and personalizedews Figure6.
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Figure6: Zabbix Dadboard

2.3.5. Security Manager

The Security Manager inside the SoftFIRE Middleware makes available to the Experimenters a
set of security relatedunctionalities that they might decide to include and use within their
activities on the SoftFIRE platform.

Here is the list of the available features for every type of Resource:

1. The Experimenters can deploy a Security Resource;

2. The Experimenters castatically configure the Security Resource by means of its
descriptor;

3. The Experimenter can statically configure some features on her Resource;

4. The Experimenters can dynamically configure the Resource once it has been deployed;

Features not available foreRourcepfsense

1. The Experimenters can enable logs collection from their Resource;

2. The Experimenters can see Resources logs in a web dashboard;

3. The Experimenters can perform searches among the Resources logs in a web
dashboard;

4. The Experimenters can seasstics related to the Resources logs in a web dashboard

A Security Resource is a commonly used security agent that the Experimenters can include in
their experiment.

They can access and configure it through a static initial configuration, includeéé iRQSCA
description of the Experiment, or, once deployed, through the interfaces that expose its main
services.

These interfaces can include SSH, a dashboard, or ReST APIs.

Depending on the type of Resource, Experimenters can also ask the Security Réscemnd
its log messages to a remote log collector, which makes them available in a simple web page
reserved to them.
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The Experimenters could easily access it through its web browser and check the behaviour of
all their security agents, and to see soneéated statistics.

The Experimenters can get the Security Resource in two different formats:

1 As an agent directly installed in the VM that they want to monitor. The system will
provide them a script that the Experimenters have just to run inside the ML bbe
already configured as required in the TOSCA description of the resource. The output of
the script will provide to the Experimenters information on how to access the
deployed resource (URLs, etc.)

1 As a standalone VM. The Security Resource wilepéogled directly by the Security
Manager in the testbed chosen by the Experimenter. The Security Manager will take
care of the initial configuration of the resource. The Experimenters have to set up on
their own the redirection of the network traffic thahey want to control through the
Security Resource VM (by means of OS configuration, or SDN capabilities provided by
the SoftFIRE platform).

The Security Manager provides three types of resources:

w Firewall
w Suricata
w pfsense

This sequence diagram specifibe operations performed by the Security Manager based on
the inputs received by the Experimenter.
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Experiment Manager | | Security Managerl | Open Baton | | Log Collectorl ‘ OpenStackl | pfSense VM
T T T T T T

(1) reserve_resources

| (2) validate_resources

=

(3) validate_resource

| (4) return

(5) return

(6) provision_resources

!
' (7) provision_resources
!

alt [firgwall or suricata]

(8) download_template |

(9) modify_scripts

alt not want_agent]

(10) upload_package

(11) upload_nsd

(12) deploy_snr
(13) return

alt [logging]
(14) create_index

[pfsense]
loo| [for cach networkl
alt not network_exists]

(15) create_network

(16) deploy_image
(17) return
(18) inject_credentials i

IuoE [for each port] !
(19) disable_port_security

i
{20) return ! ! ‘ |

i (21) return

(22) return

(23) terminate_resources !

| |
1 (24) terminate_resources, |

alt firewall or suricatal

alt Insr_exists]

(25) delete_nsr

(26) delete_nsd

(27) delete_package
(28) return

[pfsensel

(29) delete_ vm

(30) return

(31) return

‘ Experiment Manager | | Security Manager | | Open Baton | | Log Collectorl ‘ OpensStack | | pfSense VM |

2.3.5.1. Firewall Resource

A firewall is a network security system that monitors and controls the incoming and outgoing

network traffic based on predetermined rules.
The available firewall resource is built upon Ubuntu UFW (Uncomplicated FireWall), to which a
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control system, basedn a ReST interface, has been added. The firewall agent is available for
Ubuntu OS only.

The rules that can be defined on this type of firewall are stateless (they do not maintain
information about the context). It works as a packet filter, which loaksetwork addresses,
ports and protocols.

Services specifically available for the firewall Resource are:

The Experimenter can statically define a list of allowed IP addresses (or CIDR masks)
The Experimenter can statically define a list of denieaddidtesses (or CIDR masks)

The Experimenter can statically define the default behaviour of the firewall

The Experimenter can get the status of the firewall

The Experimenter can get the rules installed on the firewall

The Experimenter can dynamicallydaa rule to the firewall

The Experimenter can dynamically update a rule on the firewall

The Experimenter can dynamically remove a rule from the firewall

N~ WDE

Furtherinformation and the UFW documentatioten be found at
https://help.ubuntu.com/community/UFW

2.3.5.2. Suricata Resource
Suricata is a free and open source network threat detection engine.

The Suricatangine is capable of real time intrusion detection (IDS), inline intrusion prevention
(IPS), network security monitoring (NSM) and offline pcap processing.

Suricata inspects the network traffic using a powerful and extensive rules and signature
languageand has powerful Lua scripting support for detection of complex threats.

The Suricata project and code is owned and supported by the Open Information Security
Foundation (OISF),anddNR FA G F2dzy RF A2y O2YYAUGGSR G2 SyadzaN
sugained success as an open source project.

Suricata is provided in SoftFIRE on top of an Ubuntu VM, and the Suricata Resource offers
following Services:

1. The Experimenters can statically define a list of rules that will be inspected by Suricata
2. The Expementers can view Suricata log messages on a dedicated dashboard
3. The Experimenters can exploit all Suricata features.

The official documentation about Suricata can be found at

http://suricata.readt hedocs.io/en/latest/

2.3.5.3. PfSense Resource

PfSense is an open source firewall/router computer software distribution based on FreeBSD.

It can be installed on either physical or virtual machines, and it offers aéwghconfiguration
interface, by means ofwaeb dashboard, as well as a léevel interface by means of SSH.
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Furthermore, pfSense supports the installation of thirarty packages, that can be included.
Exploiting this mechanism, the resource made

available for SoftFIRE experimenters provides &TRaterface through which it is possible to
configure and modify every property of the pfSense.

The packet used to provide the ReST interface is the FauxAPI extension (please refer to the
official repository

for more details about).

Moreover, the credentials of the Experimenter are pushed in the Virtual Machine, so that user
only is able to access each of the available interfaces.

This is a list of the main features offered by pfSense OS:
w Firewall with stateful packet inspection

IPv4 and IPv6 support

Traffic Shaping

NAT

Load Balancing

VPN- IPsec, OpenVPN, L2TP

Dynamic DNS

DHCP Server and Relay

= =4 -4 -4 4 _a -9

More detailed information about pfSense can be found on the offigelisite and
documentation

2.3.6. Physical Device Manager

The Physical Device Managgin charge of handling resources of typleysicalResourc&ince

the physical resource is an LTE cell located at Fraunhofer FOKUS and cannot be accessed
NBY2GStesxs GKS tKeaAaolt wSHhchyshkdsaradf gderdiymaia G &
configuring the physical resourcg that experimenters can bassigned exclusively ta

certain experiment per time.

2.3.6.1. User Equipment (UE) Reservation Engine

The UEReservation Enginéakes care of the allocation ofsdr Equipmentresources to
experimenters providingthem with full remote access to mobile UHsrecdves instructions
from the Physical Device Managarer a REST API, in order to:

1. create users,
2. allocate a UE for a user, and
3. terminate all UE allocations of the user.

Based on these instructions received from the Physical Device Manager, the UE Reservat
Engine communicates with the TeamViewW8} UE application through its own REST API to
create a user within the SoftFIRE corporate TeamViewer account, and respectively share and
unshare UEs with it.

A UE that is sharedith a user can be accessed remotely through the online TeamViewer
console of that user. Once connected to a UE, the user can control it as if he/she physically
accessing the UE, and therefore can install and control applications on the UE.
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2.3.6.1.1. Message Flowgor Procedures of UE Reservation Engine

The three procedures, i.e. user creation, UE allocation, and termination of UE allocations, are
performed via message exchanges between the Experiment Mamagethe UE Reservation
Engine Figure? below illustrates these message flows. The Engine implements a REST API to
create users, reserve a UE, and terminate all reservations. As can be seen in the figure, the
PhysicalResource Manager acts as a message router, relaying messages between the
Reservation Engine and the Experiment Manager. At the background in a UE, the TeamViewer
app receives its supported APl calls from the UE Reservation Engine. This transparent
operation between the User and TeamViewer provides the User with remote control of the
app, and hence the UE itself.
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Experiment Physical Resource

Manager Manager UE Manager TeamViewer
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I |

(1)create_user ! :
|
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e —

i
|
|
|
|
|
|

' (3)create_user |

T
I
I
I
I
I
I
I
I
L —
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(4)create_user

(5)return

(B)create_group I

i

|
|
|
|
|
|
|
| (T)return
|
Iy (8)return I
I~ I
_ (9)return | | I
N | I \
SQretum | [ | \
| | | |
I | | I
| | | I
I | | I
(11)reserve_ue ! : : }
! (12)reserve_ue ! : }
bl
| ! (13)reserve_ue . ! }
| i (14)check_avail_ues |
| e I
| | I
| | (15)share_ue I
| |
| | (16)return
| |
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| (18)return | | I
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$Dretum | | |
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I | | I
(20)terminate_ues I : : }
! (21)terminate_ues ! : }
: ! (22)terminate_ues ! }
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: : (24)return
| | _(25)return |
I I
| _ (26)return | | I
< I \
(27)return | | I \
B EE—
I | | I
I | | I
1 1 1 L
Experiment Physical Resource UE Manager TeamViewer
Manager Manager

Figure7. Message Flows for UE Reservation Endginecedures

2.3.6.1.2. API Calls to the UE Reservation Engine

All API calls thatre used to interact with the UE Reservation Engine accept and return JSON
data, and require a Bearer Authorization token in the message header.

2.3.6.1.2.1 Create User

This API call is used to create a TeamViewer user account under the SoftFIRE corporate
account. The is performed as part d usel ggistration to the Experiment Manager. The
following are the parameters to this API call:
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1 email ¢ the email address with which to create a TeamViewer accaumder the
SoftFIRE corporate TeamViewer account. As suche-thail address that is provided
must ideally be one that it not already registered with TeamViewer, and one for which
the User iswilling to surrender all TeamViewer account privileges to SoftFIRfEe If
provided email addresss alreadyassociated to &eamViewer accounthen an error
message will be returned to indicate that the account is already registered, and that
the Userneeds to manually join the SoftFIR&ccount using the returned URL (see

below).

1 passwordg the password to use with the Teamngvier account. This must meet the
following TeamVieweimposed requirements:
0 At least six characters long
0 Must contain at least two of the following:

A
A
A
A

Lower case letter
Upper case letter
Special character
Number

The API call returns the following values:

1 email ¢ the email that was used to register by the User, confirming the account has
been successfully created
1 passwordc the password that was used by the User to register

T ulcli KS

w[ dzaSR (2 F00Saa (KS ! aSNDRa ¢SIYxAS

The API call may return tHellowing error messages:

1 no_access_tokefferror_code: 0)
OAccess token is missigg.
1 invalid_token(error_code: 1)
GThe access token provided is invalid.
i database_connection_erroferror_code: 2)
¢Could not connecttal KS | 9 Y I y I 3¢PNasdrioté that UE iSahager in
this message refers to the UE Reservation Engine.
9 insecure_passworderror_code: 6)
GThe password provided is insecu¥@ur password must be at least sharacters long
and must meefat least two of the following criteria: (1) Lower case letter; (2) Upper
case letter; (3) Special characterg(4 b dzY 6 S NJb ¢
1 email_already_in_uséerror_code: 4)
GThis email address already has a TeamViewer account associated with it. Please go to
https://login.teamvienver.com/cmd/joincompany and join the SoftFIRE TeamViewer
account ¢.kamel@surrey.ac.jlor use another enail address which does not have a
TeamViewerag&dzy & | €t NBF Re | aa20AF0SR gA0GK Al dé
1 user_already_registerederror_code: 5)
OUser is already registereahd set upé

Date 03.11.2017

Handbook: programming and using the SoftFIRE middleware Page26 of 73




Handbook: programming and using the SoftFIRE middle:

2.3.6.1.2.2 Reserve UE

This API call issed to reserve a single UE fitve User It accepts the following parameters.
Please note that the User must provide their correghail and password pair, originally used
to create their user account.

1 emailqthe email address used in user creatiby the User
1 password ¢ the password used in user creatidyy the Userfor the purpose of
passwordprotecting access to the UE

The API calketurnsthe followingvalues

1 email ¢ the emadl of the User to which a UE hamw beenallocatedto. This is a
confirmation to the User to indicate that the UE has been reserved for a particular
User identified by this email address

9 assigned_deviceg the aggregate umber of UEs associated to thesét This is a
counter that indicaes how many UEs the User has associated so far.

The API call may returhe following error messages:

1 no_access_tokefferror_code: 0)
GAccess token is missiig.
9 invalid_token(error_code: 1)
GThe access token provided is invalid.
i database connection_erroferror_code: 2)
0Could not connect to UE manager databasgPlease note that UE manager in this
message refers to the UE Reservation Engine.
1 no_free_ue(error_code: 7)
GThere are no more UEs available, as they are all in use by other experimenters.
PSI &S y23GS (KIG GSELISNAYSYGSNE NBFSNE (2 4dz
9 invalid_user(error_code: 3)
OUser does not exist. Please first create a user accéount.

2.3.6.1.2.3 Terminate UEreservations

This API call issad toterminate the any UE reservations a User has. It thasfollowing
parameters:

I email ¢ the email address used in user creatiby the User,
1 password ¢ the password usedni user creationby the Userfor the purpose of
passwordprotecting access to the UE

Please note that the User must provide their correghail and password pair, originally used
to create their user account.

The API calkturns the followingvalues

1 email¢the email of the Wer to which a UE was allocatethis is a confirmation to the
User to indicate that the UE has been reserved fpadicular User identified by this
email address,
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9 assigned_deviceg the aggregate umber of UEs associated to thesét This is a
counter that indicates how many UEs the User has associated so far.

The API call may return the following error messages:

1 no_access_tokefferror_code: 0)
OAccess token is missigg.

1 invalid_token(error_code: 1)
GThe access token provided is invalid.
1 database_connection_erroferror_code: 2)
ouldnotO2yySOG (2 ! 9 YIPikdsardtdihal UE mabdger B dthis
message refers to the UE Reservation Engine.
9 invalid_user(error_code: 3)
oUser does not exist. Please first create a user accéount.

2.4 TheSoftFIRESDNcomponents

The SoftFIRE platform wasxtended for supporting SDN functionalities in some of the
individual testbeds, in particular for providing experimenters the possibility to interact on
demand with theSDN controlleand apply different traffic paths inside their virtual networks
Hence on thesdestbeds the networking is not implemented by the Ofmrck Neutron
module, but leverages on a SDN backend which provides more advanced functionalities using
the standard OpeHRow protocol. These SDN backends allow flow manipulation directly on the
network level.

However the used SDN controller implementations do not provide user separation based on a
per tenant schema. This would lead to the ability for each to interfere with the network
configuration of other Experiments that are run at the same timettom same Testbed. In
order to overcome these&ssuesthe SoftFIRE project introduced a controller specificsaxy
which is put in between the SDN controller and the experimeriagure8 shows the relation
between Experimenter, SDN Manager, gioxy and SDN controller. The separation between
experiments is realized by the assignment of esgecific flow tables that are inserted into the
normal packet flow of the&sDN switch. The searoxy analyses the controller specific protocol
and makes sure that write or modification operations are only done in the flow tables that
where assigned to the experiment.
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Figure8. SoftFIRE SDINfratructure
The SoftFIRE platform providego typesof SDN controllers and switches:

1 OpenDaylight openVswitch
1 OpenSDNCoreontroller and switch

OpenDaylightis one of the most known open source SDN controller, with an extensible
architecture based o©SGI plugindt has been integrated with OpenStack Neutron service
which enables control and configuration of the attached Open Virtual Switch (OVS). This
replaces the L3 Agent typically found in OpenStack installations. ODL praviRlEST API in
order to allow the experimentsto program flowsof OVS switches. UsinQpenflow the
experiments can implement advanced networking functionalities like Load Balancing,
Firewalling or Traffic Mirroring.

The experimenters have not direct access to the Opendaylightraler, but their request

must be done towards another component called ODLProxy. ODLProxy function is to filter the
requests in order to provide experimenter/tenant isolation assigning some tables to the
experimenters. Further information cdre found at paragrapt4.4.

OpenSDNcoreis the highly flexible SDN controller ar@enHow switch developed by
Fraunhofer FOKUS with thargeting the 5G Mobile NetworklheOpenSDNcore controller is
integrated into the Neutron component of OpenStack to replace@pen\Svitch and the L3
Agent that is typically handling the Network services in an OpenStack installation.
OpenSDNcore provides a JSRRC API towards the experintento control the operation of

the attached switches. Usirtpose APE, OpenFlowrules can be loaded into the processing
pipeline of the switches. The API can be used to implement advanced FeaturSenikee
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Function Chain (SF@)GPRS Tunneling Protd (GTH tunnels handling right into the switches
used by OpenStack.

The User separation based on dedicated flow tables is already supported by the OpenSDNCore
OpenStack agent implementation. The missing user separation on the-RBOMPI was
added by theSDNproxy-osdnc[7] implementation of the SoftFIRE project.

2.5 How to extend the platform

The SoftFIREiddlewarecan be easily é&nded and customized for any particular kind of
scenario This can be done by adding an external Open Baton service, for instance an auto
scaling engine, a fault management system or a monitoring plugin. Furthermore, another
Virtual Network Function Mana&g (VNFM) could be registered to the NFVO.

All these extensions can be applied without the need to change the SoftFIRE middleware,
resulting in an easy and effortless extension process. Old experiments are therefore still
supported and the experimenters mamake use of the extensions by adjusting their
experiments if they want to.
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This is possible using the Open Baton NFVO SDK that allows the service to register for some
events and execute reactions. An examiplgJava (also available in Go and Pythmmhow to
register for REST events follows:

package org.openbaton.event.module.main;

import org.openbaton.catalogue.nfvo.Action;

import org.openbaton.catalogue.nfvo.EndpointType;
import  org.openbaton.catalogue.nfvo.EventEndpoint;
import org.openbaton.sdk.NFVORequestor;

import org.openbaton.sdk.api.exception. SDKException;
import org.openbaton.sdk.api.rest.EventAgent;

public class EventModule {

private static String obUsername = "admin";

private static String obPassword = "openbaton";

private static String obProject Id = "cef9283a - dedb-47e3- a221 - d1192ce9e5bd";
private static boolean isSslEnabled = false;

private static String obNfvolp = "127.0.0.1";

private static String obNfvoPort = "8080";

public static void main(String[] args) {

NFVORequestor requestor = new NFVORequestor(obUsername, obPassword,
obProjectld, isSslEnabled, obNfvolp, obNfvoPort, "1");

EventAgent eventAgent = requestor.getEventAgent();

EventEndpoint eventEndpoint = new EventEndpoint();
eventEndpoint.setName("MyEvent");
eventEndpoint.setDescription("My event endpoint");

eventEndpoint.setEvent(Action.INSTANTIATE_FINISH);
eventEndpoint.setType(EndpointType.REST);
eventEndpoint.setEndpo int("http://<SOFTFIREVPNIP:4554>/event/module”);

try {
eventAgent.create(eventEndpoint);

} catch (SDKException e) {
e.printStackTrace();
System.err.printin("Got an exception :(");
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For making use othe NFVOSDK, it is possible tadd the dependency usingradle [8] or
maven[9] as follows:

<dependency>

<groupld>org.openbaton</groupld> compile ‘org.openbatortsdk:3.2.0'
<artifactld>sdk</artifactld>

<version>3.2.0</version>

[P S [ [

The following sequence diagrarms shown inorder to understand the lifecycle of an
experimentercustomservice.

1

U | Experiment Manager | ‘ NFV-Resource Manager | ‘ Open Baton
ser

\ \
Experiment Execution /
i i

h w register for "instantiate finish" |
and for "terminate resources” 1
|

execute
| 2 experiment

(3) deploy nfv resource

(4) deploy Network Service !

(5) response

(6) event "instantiate finish"

' (7) status

i return
| (B) experiment
definition

The Experiment Service

I starts executing his logic,

! (9) Get NSR status it can also trigger the

i Open Baton API using the
NFVO SDK on his own project

|_ (10) Scale Out VNFR

| |
| |
Exeerimen( Termination )
' '
terminate
. '
experiment_
>

| (11)

(12) terminate nfv resource_ |

(13) terminate NSR

(14) response

(15) event "terminate resources”

! _(16) response

return
response

LA

Usier | Experiment Manager | ‘ NFV-Resource Manager | ‘ Open Baton |

Figure9. SoftFIRE external module sequence diagram

As we carsee from the sequence diagram kigure9, the external serge must register for
specific events to the NFVO. The credentials necessary to use the NFVO API dcefapecif
Experimenter and each experimenter cannot retrieve or modify any other resources of
another experimenter. The event to register depends from the application logic and goals, but
there are evets for any modification of a specific NSR or VNFR status.
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In the sequence diagram abowvejs shownthe logic of & externalservicemaking use of the

Open Baton APIs for triggering scaling operations towards/thERpart of the NFV Resource
Manageras soon as the NSR is deployed. When the NSR goes in ACTIVE state, the NFVO sends
an event to the service registered, containing the NSR deployed. The external service can,
using the NFVORequestor, invoke the NFVO API for:

1. retrieving the NSR

2. choose whichWNFRYy VDU to scale

3. Invoke the NFVORequestor scale out method passing the ids chosen in the previous
step

4. wait for the action to finish

5. when the NSR is deleted, the external service can stop

2.6 How to install the Middleware

The SoftFIRE Middleware alregolpvides a set of bash functiohthat will help you in case
you want to install youprivate SoftFIRE Middleware. There are two options:

1 codeinstali install the code of all the managers and the python package of the SDK.
This procedure is meant to be fdevelopment purposes

T instalt install the code of all the managers and the python package of the SDK. This
procedure is meant to be for production purposes

In case you want just to play around with the Experiment Manger, you can use the docker
installation.
2.6.1. Prerequisites

Both procedures need to have git instalied

sudo apt install git

and to run;:

git clone https://github.com/softfireu/bootstrap.git

for instarce, in your home directory. After the clone, you should have a folder called bootstrap
containing:

bootstrap

| 22 LICENSE
! 22 README.md
| 2 2 bootstrap.sh

! The SoftFIRE Middleware is OS independent, however the bootstrap procedure assumes that the
underlying OS is Debian based.
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2.6.2. Installation

Go into the directory and run the bootstrap commands:

$-> cd bootstrap
$-> ./boostrap.sh

/bootstrap.sh <action>
actions: [installlupdate|clean]|start|stop|codestart|codeupdate|codeirgdll|p

install:  install the SoftFIRE Middleware python packages
update: update the SoftFIRE Middleware python packages

clean: clean the SoftFIRE Middleware
start: start the SoftFIRE Middleware via python packages
stop: stophe SoftFIRE Middleware

codeinstall: install the SoftFIRE Middleware source code
codeupdate: update the SoftFIRE Middleware source code
codestart: start the SoftFIRE Middleware via source code

2.6.2.1. Source Code installation

For installing the source code just run:

Jboostrap.sh codeinstall

2.6.2.2. Release installation

For installing the python packages just run:

./boostrap.sh install
2.6.2.3. Installation Procedure
After running these commands the script will:

1. install the debian packages required by the middleware

2. creating the configuration folders

3. downloading the source code or installing python packages of all the managers
(depending on whainstallation procedure you chose)

4. downloading configuration files

Start the Middleware]

If everything went well, you are able to start the SoftFIRE Middleware by running

./boostrap.sh codestart

in case you installed via sourcede, or

./ boostrap.sh start
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in case you installed via python packages.

In both cases, a tmux session will run in background and you can check the output by attaching
to it:

tmux a

2.7 Deploy theSoftFIREBMiddleware usingdocker compose

2.7.1. Prerequisites
You need to install:
1 docker(that includes also dockesomposé
f gt
For having a real example (fully reproduce the SoftFIRE Middleware), you will also need:

1 an OpenStack instance where executing deployment

2.7.2. Docker Compose content
This deployment will be composed by these comtas:

1 Experiment Manager

Nfv Manager

Sdn Manager

Security Manager
Monitoring Manager
Physical Device Manager
Open Baton Standalone

= =4 4 -4 -8 -

Note: the Nfv Manager and MonitoringMlanager containers must be able to reach the
OpenStack endpoints

2.7.3. Get the docker compos#lder

Just clone the repository containing the docker compose file and the configurations:

git clone https://github.com/softfire - eu/docker - softfire.qgit

after this command, you can go in the folder and check that everythitingie:

cd docker - softfire

Before running docker compose we need to correctly configure the Middleware.

and you should have something like this:
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mh h LICENSE
mh h docker - compose.yaml
mh h ex-man

mh h Dockerfile

softfire
mh h experiment - manager.ini
mh h softfire  -ca.pl2
mh h softfire - key
mh h softfire - key.pem.pub
mh h template_openvpn.tpl
mh h users
views

mh h mon man
mh h Dockerfile
softfire
mh h monitoring - manager.ini
openstack - credentials.json
mh h nfv - man
mh h Dockerfile
softfire
mh h available - nsds.json
mh h nfv - manager.ini
m  openstack - credentials.json
mh h packages
mh h softfire - key
mh h softfire - key.pem.pub
start.sh
mh h pd-man
mh h Dockerfile
softfire
mh h physical -device - manager.ini
physical - resources.json
mh h sdn-man
mh h Dockerfile
softfire
mh h sdn- manager.ini
sdn - resources.json
sec - man
mh h Dockerfile
softfire

2.7.4. Configuration

Each manager has its own configuration. Some are very simple some are more complex. we
will have a look into all of them.

2.7.4.1. NfvManager Caofiguration

In the nfv-manfolder

cd nfv - man
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we need to configure the nfv manager itself by changing thenmwager.ini file inside the
softfire dir.

vim softfire/nfv-manager.ini

Hereyou have to do some modifications:

the Open Baton endpoint should be already correctly configured to point to the openbaton
container DNS entry.

[nfvo]

ip = openbaton
username admin
password= openbaton
port= 8080

https= False

Then we need to set the OpenStaakdpoint
vim softfire/openstackredentials.json

modify the file in order to match your openstack endpoint.

Note: At the moment only v3 is supported

"fokus" : {
"username" : "admin"
"password" : "password" ,
"auth_url* : "http://openstack:5000/v3" :
"ext_net_name" : "whatever'
"admin_tenant_name" : "admin" ,
"allocate - fip" : O,
"api_version" .3,
"admin_project_id" . "ead5bf4462864832a75ecedcdcc33cll” :
"user_domain_name" : "default"

1

Note: please let as kefpkussince it is needed to be one of ti8oftFIRE testbed names.

2.7.4.2. Monitoring Manager Configuration

As per the Nfv Manager, we need to configure the Monitoring Manager, so just copy the file of
the nfv manager
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cp nfv - man/softfire/openstack - credentials.json mon -
man/softfire/ openstack - credentials.json

Then you also have to configure some options in the .ini file:
vim mon - man/softfire/monitoring - manager.ini

in particular, the openstack related configurations must be changed based on your particular
installation:

[opens tack - params]
image_name =Zabbix_Server_image
flavour =ml.small

security_group =default
instance_name =Zabbix_Server_Instance

2.7.5. Deploy

Now it is time to deploy:

docker - composeup -- build -d -- remove - orphans

The Experiment Manager is availableh#tp://localhost:5180/. You can access thadmin
portal by using admin/admin.

The next step is to create an experimenter. By creating a user, a long chain of calls will be
performed. In particular, the Nfv Manager will create a user in OpenStack and phesduthe
right vim to Open Baton.

If it goes well, then you are able to logout and then log in with the create username and
password and you should be able to see all the available resources.

2.8 Integration tests

Additional work has been realized fgroviding a Continuous Integration / Continuous
Development (CI/CD) system allowing executinigggration testson top of the federated
testbed. This CI/CD system allovissting realistic use cases of all the components of the
SoftFIRE Middlewaren an aubmated way Jenkins[10] is used forthe automation of the

tests. Every night a Jenkins job runs a comprehensive test. The test is a separate project which
exists only for the purpose of testing the SoftFIRE middlewdiee testexecutes a
comprehensive scenario on different testbeds utilizing every type of resource in an
experiment.

These are the steps of the integration test:

1. Creation of a new experimenter
2. Upload of an experiment making use of all the available resources
3. Deployment of the experiment
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4. Validation of the deployed experiment
5. Removal of the experiment
6. Removal of the experimenter

Steps one and six are optional. The number of experimenters can be increased. This means
that each step is executed multiple times carmently for several experimenters. In this case

not all the resources can be used by each experimenter since the physical resource can only be
used by one user at a time.

The validation of the deployed experiment is done by validasipgcific indicatordor each
resource.
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3 ExperimentiLifecycle

In this sectionare explained in details all the steps that an Experimerstaallfollow in order
to access the platform, define an experiment and defpoyvision it. The information
provided below are also avdike as part of the official documentation online:
http://docs.softfire.eu/gettingstarted/

3.1 Get Started

The first step to be executed by an experimenter who wants to access the SoftFIRE
infrastructure is to egister at theWeb Portal Figure 10, available at:
https://portal.softfire.ewlogin/.

[ ] ® portal.softfire.eu % th +

SoftFIRE Access Portal Home

Login

Email address

Password

The project has received funding from the European Union's

Horizon 2020 research and innovation programme under grant
agreement no. 687860

Figurel0. The SoftFIRE Portal

Fromits personal paget will be possible tadownload the OpenVPN certificate configtion
file that will allow entering the SoftFIRE VPNhe second step requirets to install the
OpenVPN clierdind start it using theertificate configuration file previously downloaded.

Once the SoftFIRE VPN is acifive possible to reacthe ExperimenteiManagerdashboard at:
http://experiment.vpn.softfire.eu:5080/loginFigurell showsthe page
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L] 172.20.30.8:5080/login

< C ¥ ® NotSecure 172.20 80 ? & o i
B Work ESocial BIODL BSPL B Schwalbe B Fin ersonalProjects ESjHoliday ESLanguages ESMusic ESjUniversity ES Grouponico ESjDell ES Photography ES Usefullinks » B Other Bookmarks

— Login —
Usemame

Password

EEIEN
SOFTFIRE

©2017 All Rights Reserved.

Figurell SoftFIREXxperiment Manager dashboard

After providing theusername and password, the password is the same used in the SoftFIRE
Web Portal and the username is yowame+surnameTheSignupis currently disabledf the

login works correctly you will be redirected dahe Experimenter page that looks like the
following Figurel2.
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Figurel2. Experiment Manager Overview page

By reloading the pagehe experimenter can also refreshe list of available resources. These
resources have a deted description and an id. The id has to be used while defining the
experiment, for defining which resources should be reserved and provisioned

As already mentioned in the previous chapter, the EM uses TOSCA as main format for the
experiment definition, hus, for reserving resources, the experimenter must define an
experiment descriptiorand package it as BOSCA CSAR archiVhis archive should bthis
archive file in the input box dhe Reserve resourcaegction. Once the experiment is reserved

the experimentemwill be able to see it under thBefined experimergection

Once uploadedhe experiment CSAR filthe experimentemwill have a list of chosen resources
in the bottom table. Thevalue of the resources will be empty until deployed. By cligkin the
"Deploy" button, it cantrigger the deployment in the SoftFIRE middleware. The status will
change to deploy anthe content of the deployed resourosill appearin the value column.

By clickingon the "Delete" button, the experimenter carntrigger the removal of all the
resources createdt is necessary toeservethe experiment again in cas# re-deployment.

3.2 Experiment Definition

Experiments are the maiaentity used for communication between the experimenters and the

SoftFIRE platform. With thieelp of experiment files, the experimenters can describe what

they want to achieve and how their deployment should look lkesentially, an experiment is

YIRS 2F (KS SELISNAYSY(iQa RSEONALIIAZY YR (KS
Those resouwres can either be included directly inside the experiment file or stored by the
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